Designing, Building and Managing a Cyber Security Program Based
on the NIST Cybersecurity Framework (NIST CSF)

Agenda and Objectives
• The Digital Innovation Economy
• The Cyber Security Problem
• The Cyber Security Solution

• The UMASS Controls Factory
• MAST Cybersecurity Services

The Digital Innovation Economy
• Three things are certain in today’s business world: first, digital services are
now at the center of all businesses; second, business is a moving target
and third businesses are under attack from those trying to steal the critical
information companies rely on for daily business operations and revenue
generation.
• The demand for a proactive, collaborative and balanced approach for
securing enterprise digital assets and services across stakeholders, supply
chains, functions, markets, and geographies has never been greater.

The Cyber Security Problem
• Cybersecurity is all about managing risk. Before you can
manage risk, you need to understand what the risk
components are
• Risk components include the threats, vulnerabilities, assets
(and their relative value), and the controls associated with an
organizations information resources
• The equation for risk, which identifies the key components of
risk is shown below

The Cyber Security Solution
NIST Cybersecurity Framework
•

•

The National Institute of Standards (NIST) under executive order was instructed to
work with government and commercial stakeholders to develop a voluntary
framework for reducing cyber risks to the nations critical infrastructure
The Framework is composed of three parts; the Framework Core, the Framework
Implementation Tiers, and the Framework Profiles and is based on existing
standards, guidelines, and industry best practices

The NIST CSF Controls
• The Technical Controls
• The CIS Critical Security Controls (CIS Controls) are a concise, prioritized set of
cyber practices created to stop today’s most pervasive and dangerous cyberattacks
• Organizations that apply just the first five CIS Controls can reduce their risk of
cyberattack by 85 percent. Implementing all 20 CIS Controls increases the risk
reduction to 94 percent

20 Critical Controls Mapping to the NIST
Cybersecurity Framework

The NIST CSF Controls (cont.)
• The Business Controls
• ISO/IEC 27002:2013 provides guidelines for organizational information
security management practices including taking into consideration the
organization's people and process risk environment(s)
• The ISO/IEC 27002:2013 information security reduces organizational risks by
implementing a suitable set of controls, including policies, processes,
procedures and structures that deal with the people and process side of risk
management.

ISO 27002 Controls Mapping to the NIST
Cybersecurity Framework:

The NIST CSF Controls (cont.)
• The Risk Management Controls
• The Baldrige Cybersecurity Excellence Builder is a voluntary self-assessment
tool that enables organizations to better understand the effectiveness of their
cybersecurity risk management efforts.

• Using this self-assessment tool, organizations can
• Determine cybersecurity-related activities important to your business strategy
and critical service delivery;
• Prioritize your investments in managing cybersecurity risk;
• Determine how best to enable your workforce, customers, suppliers, partners,
and collaborators to be risk conscious and security aware, and to fulfill their
cybersecurity roles and responsibilities;
• Assess the effectiveness and efficiency of your use of cybersecurity standards,
guidelines, and practices;
• Assess the cybersecurity results you achieve; and
• Identify priorities for improvement.

The UMASS Controls Factory
Operationalizing the NIST CSF Across an Enterprise and its Supply Chain

• The controls factory concept is used to help organize the engineering,
technical and business functions of a NIST CSF program
• The program is completely adaptable which means that each of the
modules can easily be updated, replaced or modified with minimal impact
on the overall solution.
• An example, if an organization wishes to implement NIST 800-171 controls
as the foundation for business controls, the Business Office Design Area
would replace ISO 27002 code of practice with NIST 800-171 security
controls.

MAST Cybersecurity Services
•

MAST in partnership with UMASS, helps clients design, implement and
maintain cybersecurity programs based on the NIST Cybersecurity
Framework. Services include:
•
•
•
•

•
•
•

NIST CSF Foundation Training that introduces IT, Cyber Security and Business professionals
to the concepts of building a Cybersecurity program based on NIST CSF and the UMASS
Controls Factory model.
NIST CSF Practitioner Training that teaches IT and Cyber Security professionals the details
on how to design, implement and manage a NIST CSF program based on the UMASS
Controls Factory model.
NIST CSF Assessment Services so the enterprise can identify and prioritize the cyber
security threats and vulnerabilities the organization needs to deal with.
NIST CSF Continuous Monitoring Services where the university or one if its licensed
partners designs, implements and continuously monitors a NIST CSF program for the client.
RESILIA™ Employee Cybersecurity Awareness Trainings based on Games, Animations &
Simulations that teaches employees the knowledge and skills they need to embed and
sustain good cyber resilient behaviors across the enterprise and its supply chain
Cybersecurity Certification Training Library that provides a flexible and affordable way for
IT and cyber security professionals to get trained and certified in today’s top 5 cyber
security certifications as reported by burning glass
Instructor or Mentoring Services for situations where the client wants to deliver an
instructor led program or would like the services of a Mentor to guide them through the
design and implementation process.

Questions & Answers

